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Cyber is one of the most attractive opportunities to emerge In tl
global insurance industry in decades

Cyber crime costs
>$400B per year but <1%

£ [ This is the hottest insurance product that has come out i} my

40-year career - -
y P is covered by insurance

today

- President, Betterley Risk Consultants

T 15-40% premium
revenue growth per year,
‘ ‘ It is very rare in an insurance person's career that a new ;iroduc expected to grow
not only takes off but provides real benefit and value to the to $10-20B+
Insuredsthat's seen as a muate product. ] I
- Paul Bantick , Beazley >800 .$1B+ IEVETUE
companies buying cyber

T Insurance in next 3 years

‘ ‘ Cybersecurityassurance has a very, very bright future for i||1surers

BsaYspett UsOsROUUSOsZTequlsYeOY Limited focus on g2t T
has ‘ ‘ consumer and micro -
business to -date

- CEOQ, Insurance Information Institute
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Cyber insurance: $4.0B market experiencing rapid growth and
expected to at least double In size within 5 years

Global cyber insurance market

Gross written premiums (US$B) U Market dominated by the US

CE 80% US

CE 10% EU (rapid growth expected)
CE 10% Rest of World

U High demand from clients, with growth
estimated at 15%10% annually over the
next 510 years

+11%
n U Industry projected to be as high as $10B
globally by 2020, as high as $20B by

2008 2013 2016 2025

1 IBIS estimate of $2B$1.8B for UK Government/Marsh report
2 UK Government/Marsh global estimate of 5@étterleyreport estimate of 35%
3 Munich Re Cyber Insurance Market Outlook



What could go wrong?

Exhibit 7: Estimated 2017 US cyber combined ratios
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1 Aon Benfield US Cyber Market Update: July 2018



The explosion ¢bT is creating a need for a market

nﬁ%

ﬁ
ol
NET IIII]"

C At




Challenges to Writing Cyber Insurance

Insurance Flow Chart

Corporate .. o Aggregation
Underwriting Pricing
Strategy y Management
Do you want to sell the : : : Uses key predictive risk Ensures that a company
cheapest insurance? The elsi;rt;ﬁ srgsekdsgéi?okz:fa?elvset?atth y? characteristics to estimate 1pss qTPULUE | YSTZPOP3UTULU
best coverage? ' propensity certain risks

Dynamic
Nature of Lack of
Threat Data
Challenges to Landscape
Writing Cyber
Insurance

Lack of
Domain Legal

Regulatory & Adverse

KnOWIGdge Environment Selection




What does Cyber Insurance Cover?

ADVERTISEMENT
PERSONAL INJURY

Libel
Slander
Defamation

Privacy

IP INFRINGEMENT

Copyright

POLICY

ERRORS &
OMISSIONS

Tech Services

Tech Products

SECURITY

Unauthorized
Access

Hacking

Denial of
Service

Virus

PRIVACY

Unintentional
Disclosure

Breach of
Confidentiality



Whichcoverageare triggered? Lack of standardization
clouds the issue.




What about silent coverage?

Property & Casualty Life & Health
Affirmative Workers Directors& Hrors& Business General Accident &
BEvent Cyber Property Auto Compensation  Officers  Omissions  Owners Liability Marine Life Health

Attack Scenario 1 X X X X X X X
Attack Scenario 2 X X X X X X
Attack Scenario 3 X X X X X
Attack Scenario 4 X X X
Attack Scenario 5 X X X
Attack Scenario 6 X X X
Attack Scenario 7 X X X
Attack Scenario 8 X X X




Insured$/ust Protect Against a Diverse Range
Attacks

Application
Threats T\gusgy
aCKS

Password
Attacks

Insured

Distributed
Vendor Power Grid Denial of

Incapacitation Failure Spi;[r?;eC)red Service

Attacks

Key
Technology
Failures




Recent Attacks
EQuIFax: AWS

MAERSK

(Y DynDNS
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Events may very well be correlated
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We need data! How does regulation come into play”

Regulation to be aware of:

A EU GDPR
A Regional Derivatives: Australia,
Singapore

A State vs. Federal Regulation

What is regulated?

A Pricing/Rating Variables

A Solvency

A Profit & Contingencies

A Breach Reporting Requirements




How we should define a catastrophe/aggregation e
IS unclear
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Traditional view of geography as a predictive variabl

HURRICANE EARL

PROJECTED PATH FORECAST WIND SPEEDS FROM NHC
BN CURRENT WINDS REER L0

SUNAM -
SATAM  ~65MPH

FRIAM 90 MPH

o
~115 MPH
THU AM — 135 MPH

The
Weather
Channel

a7 weather.
31 Aug 2010 15:19 GMT / 31 Aug 2010 11:19 AM EDT The Weather &hannel
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Cyber Insurance contains a human element




What Is your security posture?




An Insurer must pay attention to insured
relationships



