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Cyber is one of the most attractive opportunities to emerge in the 
global insurance industry in decades 

This is the hottest insurance product that has come out in my 

40-year career 

-  President, Betterley  Risk Consultants  

Cyber crime costs  
>$400B per year but <1%  
is covered by insurance  

today  

 -  CEO, Insurance Information Institute  

Cybersecurity insurance has a very, very bright future for insurers 

ʁşƨƳşƥƨƫƫƲşƠşƦƠƯūşƠşƵƮƨƣūşƳƧƠƳşƵƨƱƳƴƠƫƫƸşƤƵƤƱƸşơƴƲƨƭƤƲƲşƨƭşƀƬƤƱƨƢƠş

has 

15-40% premium  
revenue growth per year,  

expected to grow  
to $10-20B+  

>800 $1B+ revenue  
companies buying cyber  
insurance in next 3 years 

 -  Paul Bantick , Beazley 

It is very rare in an insurance person's career that a new product 

not only takes off but provides real benefit and value to the 

insureds, that's seen as a must-have product.  

Limited focus on 
consumer and micro -

business to -date  



Cyber insurance: $4.0B market experiencing rapid growth and 
expected to at least double in size within 5 years 
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2008 2013 2016

üMarket dominated by the US 
ɶ80% US 
ɶ10% EU (rapid growth expected)  
ɶ10% Rest of World 

 
üHigh demand from clients, with growth 

estimated at 15%-40% annually over the 
next 5-10 years 

 
üIndustry projected to be as high as $10B 

globally by 2020, as high as $20B by 
2025 

Global cyber insurance market 
Gross written premiums (US$B) 
 

+30% 
CAGR 

+11% 
CAGR 

1 IBIS estimate of $2B vs $1.8B for UK Government/Marsh report 
2 UK Government/Marsh global estimate of 50%, Betterley report estimate of 35% 
3 Munich Re Cyber Insurance Market Outlook 
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What could go wrong? 

1 Aon Benfield US Cyber Market Update: July 2018 



The explosion of IoT is creating a need for a market 



Challenges to Writing Cyber Insurance 

Corporate 
Strategy 

Underwriting Pricing 
Aggregation 
Management 

Do you want to sell the 
cheapest insurance?     The 

best coverage? 

Insurance Flow Chart 

Is the risk suitable given the 
established corporate strategy? 

Uses key predictive risk 
characteristics to estimate loss 

propensity 

Ensures that a company 
ƣƮƤƲƭɻƳşƮƵƤƱƤƷƯƮƲƤşƨƳƲƤƫƥşƳƮş

certain risks 

Adverse 
Selection 

Dynamic 
Nature of 

Threat 
Landscape 

Human 
Element 

Lack of 
Data 

Regulatory & 
Legal 

Environment 

Lack of 
Domain 

Knowledge 

Challenges to 
Writing Cyber 

Insurance 



What does Cyber Insurance Cover? 



Which coverages are triggered?  Lack of standardization 
clouds the issue. 



What about silent coverage? 
Property	&	Casualty Life	&	Health

Event

Affirmative	

Cyber Property Auto

Workers	

Compensation

Directors	&	

Officers	

Errors	&	

Omissions

Business	

Owners

General	

Liability Marine Life

Accident	&	

Health

Attack Scenario 1 x x x x x x x

Attack Scenario 2 x x x x x x

Attack Scenario 3 x x x x x

Attack Scenario 4 x x x

Attack Scenario 5 x x x

Attack Scenario 6 x x x

Attack Scenario 7 x x x

Attack Scenario 8 x x x



Insureds Must Protect Against a Diverse Range of 
Attacks 

Insured 

Malware 

Industry 
Attacks 

Phishing 

Distributed 
Denial of 
Service State-

Sponsored 
Attacks 

Key 
Technology 

Failures 

Power Grid 
Failure 

Vendor 
Incapacitation 

Password 
Attacks 

Application 
Threats 



Recent Attacks 



Events may very well be correlated 



We need data!  How does regulation come into play? 

Regulation to be aware of:  

Å EU GDPR 

Å Regional Derivatives: Australia, 
Singapore  

Å State vs. Federal Regulation  
 

What is regulated?  

Å Pricing/Rating Variables  

Å Solvency 

Å Profit & Contingencies  

Å Breach Reporting Requirements  

 

 

 

   



How we should define a catastrophe/aggregation event 
is unclear 

Co A 

Co B Co C Co D 

VS. 



Traditional view of geography as a predictive variable 



ƈƭşƠşƢƮƭƭƤƢƳƤƣşƶƮƱƫƣūşɼƦƤƮƦƱƠƯƧƸɽşƭƮƶşƳƠƪƤƲşƮƭş
a new formʁ 



Cyber Insurance contains a human element 



What is your security posture? 



An insurer must pay attention to insured 
relationships 


